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Coordinator:
Welcome and thank you for standing by.

At this time, all participants will be on a listen-only mode throughout the duration of today’s conference.


This call is being recorded.  If you have any objections, you may disconnect at this time.


I would now like to turn the call over to (Catherine Natka).


Ma’am, you may now begin.

(Catherine Natka):
Thank you.


Good afternoon, everyone.  Today we’re going to be discussing the enhancements we have made to the FSA ID in May.


Just to recap -- oops, sorry.  I’m getting used to this computer.


Just to recap, the FSA ID is a username and password that parents, students and borrowers use to log in to Department of Education Web site and electronically sign documents, most notably the FAFSA, NSLDS, StudentLoans.gov and Student Aid are the ones that we’re focused on.  You use it when you apply for Federal Student Aid at fafsa.gov, if you’re signing a Master Promissory Note, if you want to see your loan balances on NSLDS, and there are other activities.


The objectives of the deployment that we made - that we did in May were to provide users with another mechanism for self-service.  And this was the texting.  We had gotten a lot of feedback from users that they wanted texting instead of e-mail or challenge questions.  And so we tried to respond to that feedback by adding this new service.


We also wanted to provide an additional mechanism for ID verification sine that - since the manual process is rather time-consuming.

And, finally, we worked to simplify the user interface.


So, in May - on May 14th, we made the changes.  We added the SMS text messaging for retrieving a forgotten username, retrieving a forgotten password and unlocking an account.  In addition, we removed the fifth challenge question; the significant-day question which I hope will make you happy.  And we heard how difficult that was for your users.  We enhanced the Account Management page for easier access and updates.  And we added a banner warning users about unauthorized usage intended to discourage third-party actors - bad actors which we’ll get to in a bit.  And we developed a new fact sheet and video aid materials.


We’re going to go into each of these a little more deeply now.


Log-in, so the user will now see a new - a slightly improved log-in screen.  The tabs have been highlighted.  As you roll over them, you’ll see different colors show up on each tab.  We redesigned those for visibility with the green indication bar used to identify the selected tab.  We changed the name of “Edit My FSA ID” to “Manage My FSA ID.”  Hopefully students will understand that this is where you go to change your e-mail address, update your account - your information, update your last name or change your date of birth if you misentered it.


We also darkened throughout the application all of the input boxes to black to increase visibility.  In this case, you are just going to enter your username and password to log in, just like you did in the past.  Nothing has changed about logging in.  It’s just the look and feel of this page has been improved, we hope.


So the next thing a user will see is a disclaimer.  And we call this the OIG Disclaimer.  The Office of Inspector General and the Department of Justice required that we add this log-in banner to be presented to users when they’re logging in to - when they’re using their FSA ID account.  And the importance of this banner is that it says that - it reminds users not to give out their information to any third parties and that no third party can access an account for the purpose of commercial advantage.

So if you’re helping a user and you’re not - and you’re doing it out of the goodness of your heart or you’re a mother or father, this banner is not designed for you.  This banner is designed because the Justice Department needs it in order to prosecute bad third-party actors.  And these third-party actors are gaining control of students and loan holder’s accounts and it becomes very problematic then for the user to be able to do things like loan consolidation or other things.  It’s quite unbelievable the number of students and borrowers who blindly give out their Social Security Number and date of birth to someone over the phone.


So I can only encourage you if you’re talking to students to remind them never to give their Social Security Number and date of birth out to anyone except for the minimum required people -- in this case, the Department of Education and probably the school that they’re going to.


So that’s just a little note for identity theft and fraud to protect them.


So in this case, they have to actively accept or decline.  And once they accept the disclaimer, they’re taken to the new (local) registration after a log-in page.  And this is for existing users.  And here, they’re given the opportunity to register their mobile phone.  And they don’t have to.  This is purely optional.  But in this case, they are given the opportunity.

They can choose yes or no.  And this allows them to use a text message for account recovery.  So if they forgot their username or password, we will messenger them a secure code to their text - to their mobile phone and then they will be able to quickly get into their account.  They won’t have to go into their e-mail address; they won’t have to answer any challenge questions.  We think this is the fastest way for users to get into their account and probably the one, especially for younger users, that they’re most familiar with and using for their other accounts that they have online.

A couple of items on this.  SMS is only for account recovery and not for notifications.  Users should still give us an e-mail address so that we can tell them if something has changed on their account.  We will only be sending the secure codes to them after they request for - because they’ve forgotten their username or their password.


Like e-mail, the phone numbers - the mobile phone numbers must be unique, one per person.  You can’t share - you can’t have both - you can’t share a mobile phone number.  And that’s again to ensure that the message that we’re sending you the secure code is going to a one-on-one person - one message to one person.


So once you’ve registered - once you’ve accepted or declined to register your mobile phone, you won’t see this message again.  But we are trying to get the existing users to sign up.


So we’re going to assume that I have chosen to register my mobile phone.  So we - I would click here “Yes.”  I would enter my mobile phone and then I would confirm it.  And I would click “Continue.”

At that point, I would be taken to the following page where it says, “Enter Secure Code.”  I would get a message on my mobile phone with the secure code and I would enter it into the Secure Code box and click “Submit.”  If I do not want to do this, I could skip the verification process and it would take me to the next page.

However, if you have clicked “Yes” and you have not gone through the verification process, you will not be able to use your SMS - your mobile phone for account recovery.  It would just treat it like you have said no.  It would default back to its - this is a contact number, but it is not a valid contact number for you to use SMS for account recovery.


The other thing is that the secure code is only valid for 30 minutes.  But we’ve added something new here that if you don’t get your secure code right away and you decide to request a new secure code, you can click that button and either of the secure codes that come to you within the next 30 minutes will be usable.  You don’t have to use the latest one that comes to you.  You can just pick the first one that arrives or the second one that you see and enter it into the box as long as it’s within the 30-minute window.

So, the next thing that I wanted to talk about in relation to some of the changes is how things have changed along the lines of Create Account.

Most users come to us from the FSA ID page on StudentAid.gov.  There’s the “Create Your FSA ID Now” button and then there’s also the “Manage My FSA ID” tab button.  This tab will now take users directly to the log-in page so that they update their account.  They won’t go to the “Create My FSA ID” page.  So that’s a good thing for folks to know.  But we’re focusing here on the “Create Your FSA ID Now.”  So we encourage students to click here.  This is a good entry point.  It has lots of great information on the FSA ID.

So I’m going to click here.  And it will take me to the new and improved “Create FSA ID” page.  We have instructions.  We’ve tried to simplify them.  But we have given folks again another warning about not giving - not allowing a commercial entity to create an FSA ID for you.


We’ve added a video here.  When you roll over this on the Web site, you’ll get a little link to the video - the new video tutorial.  Again, you’re going to add your e-mail, confirm your e-mail, your username and your password.


We removed the “13 and older” question.  And so we hope that that will speed things up.  We’ve - I think we’ve removed three or four items overall.  I know it’s not a huge number, but we are trying to make the process more efficient.

So we would click the “Continue” button here.  And we’re taken to the page that requests your personal information.  We updated this page.  We separated the first name, the middle initial and the last name fields on different lines to increase visibility.  We got feedback that people were confusing those fields when they were all in one line.  So now they’re very specifically divided onto different lines so that people will know which field is which.


We’ve put the date of birth next and then the Social Security Number.  Our system will automatically check to make sure that the user is 13 years or older instead of having the user check the box.  Again, we put the fields.  We darkened them to make sure that users could see them and knew where they were in the process.

So in terms of the information that’s actually asked for, this is very similar.  The one thing you’ll notice here is that we have not - we’re not asking for the PIN anymore.  The PIN-linking has been removed in this deployment.  And that’s because a PIN was - the PINs usually were only good for 18 months.  We extended their life for an extra six months because we knew this deployment was coming out.  So people got to link their PINs for an extra six months.  But now, any person who had a PIN, their PIN would have been stale, anyways.  So we’re asking people to enter their new information and create an FSA ID from scratch.

So the next page is your profile information.  Here, your e-mail address and your username and password are all pre-populated.  Your personal information which you just entered is in a closed box.  You can open that box, but we didn’t want people’s Social Security Number and date of birth open especially if they were making - creating their FSA ID in a public location.  We like to keep that closed.


We’ve added the SMS Registration question.  Users must choose to either register or not register their mobile phone for account recovery.  And, otherwise, all of the questions are the same.  And then the user clicks “Continue.”


At this point though, those have changes just a little bit.  So the user goes - the challenge questions.  We added a much, much larger - when you see the dropdown menu, you may be completely horrified.  We’ve added a much larger selection of challenge questions because we got a lot of conflicting feedback on the types of challenge questions that worked and didn’t work for various populations.


So there are now many more challenge questions for folks to choose from.  We also removed the Significant Date question as I mentioned.  There are still the two “Create Your Own” questions.  The last question that you see here is the Optional Question 5, “Would you like to provide an eight-digit code?”  This was the old significant date to access your loan balances over the phone.  Most people would use this after they’ve graduated when they dial into the FSA call center to - there’s a question that says, “Would you like to hear your loan balances?”  And then it asks for some information and the eight-digit code.  This would be that code.

But we’ve only had - we’ve only seen about 200,000 people in the last two years use this.  So we’ve made this optional.  And if a student or a borrower really wants to get that information, they can come back in and enter it here, and it’s an automatic update.


So, we’ve - as I said, we’ve reduced one challenge question.  I know it’s not a huge amount, but we’re trying.  We’re still working with the IT to try and get as much of the information required to be lessened.


Last page, we’re reviewing and confirming the information.  And then you click on the “Agree to the Terms and Conditions” and “Continue.”  Same as it’s been in the past; no major changes on this page.


The next thing that a user will see is the verification of the mobile phone.  Chances are by the time they’ve actually gotten to this page, they will have received the secure code on their mobile phone.  And they’ll enter it in the Secure Code box right here.  And this completes the registration of their phone on our system.  Again, the SMS code is valid for 30 minutes.  And users can skip this verification if they want to.  But again, by skipping it, they can no longer use their phone for account recovery.


The next item is the e-mail verification.  This is just like it was in the past.  We’ve updated the page a little with some nice graphics, changed the wording.  The code goes to the e-mail.  They enter the code into the Secure Code line and they click “Submit.”

In terms of this, again, I want to strongly encourage you to encourage your users and students to enter both an e-mail address and a phone number.  The e-mail address - if they lose their phone, the e-mail address is their next best option.  We find that a lot of people forget their challenge questions.  We’re trying to provide students as many options as possible.  The other thing is if someone changes the information in their account, we send - or if they change the information in their account, we send them an e-mail saying, “Your username changed; your e-mail address changed.  If you did not make these changes, please let us know.”


And if it sounds like I’m talking a lot about people doing fraudulent activity, it’s a major concern of everyone in the government, but especially me in terms of my job here because I need to keep the information for users safe.  And so if we have - if users are getting these e-mails and they - them and they realize that they didn’t change their information and then they let us know, we can actively fix any issues that come up.

So, that’s my little second fraud awareness.  You may get tired of me about saying these things, but this was how I spent my day dealing with people who’ve had their accounts taken over or had given their information away, when I’m not doing enhancements which is the fun part of my job.


So the next piece is managing your FSA ID.  This is where you go when you want to update any of your profile information -- so your contact information, your US postal address, your e-mail address, your challenge questions, your username, your password, or your mobile phone number.  You would - we’ve redesigned this - as we talked about before.  So you can see that now it’s “Manage My FSA ID.”  You would enter your username and password and click “Continue.”


So then we tried to simplify this page and make it - make the information that you want to do pop a little more.  So you can update your account information, which are your security options, your password and your challenge questions.  You can disable your FSA ID.  You can change your name up here.  Or you can update your contact information.  You can register your mobile phone or you can update your e-mail address.


At this point, you can - here, when you register your mobile phone, you’ll - we’ll go to it in a second.  You’ll be able to subscribe or unsubscribe from the texting for account recovery.  And I realized I didn’t mention this earlier.  This is only for account recovery.  We are not sending out mass text on your FAFSA is due on Thursday.  This is - for these - for what students and parents are registering for this SMS text service, it is only for account recovery.

In the (future), there may be other options to subscribe to SMS text for other types of alerts.  But from the FSA ID, you will only ever receive a text to - with a secure code to update your account.  I want to make that clear.  We’re not going to be sending you tons of spam or other information.  You will click “Request for Secure Code.”  We will send you a secure code.  We will not send you any text unless you request it.


Okay.  So you go to the next page and you have your information.  We tried to - as I said, we created the enlarged buttons and we gave you the ability to verify and register for texting.


The next page, you can see what it looks - and you click on the “Update the Account Information” or “Update My Contact Information.”  I’ve opened both boxes.  Normally you would see one or the other.  You have the option to enter new information here.  And then you would continue along.


Okay.  So, what everybody has really been waiting for, the number one question we get on the call center is I forgot my username or password.  It’s amazing - no, it’s not amazing.  It’s easy to forget this information.  We have - I know I have probably 100 different usernames and passwords and I can - you get three tries.  And if I don’t get the right one, you know, you have to go do the next one.


So, what happens now?  Depending on the Web site that you’re coming in from, whether it’s FAFSA or StudentAid.gov or StudentLoans, you’ll see “I Forgot My Username” link.  And for this particular exercise, we’re going to look at “I Forgot My Username.”  You click on the “Forgot My Username.”  From there you’re taken to the FSA ID Retrieve Your Username page.  And you’re given three options for retrieving your username.  You can either have a secured code texted to your verified mobile phone number, you can have a secured code emailed to your verified e-mail address, or you can enter your challenge questions.

So let’s start by using the e-mailing a secure code.  So click “E-Mail a Secured Code” and click “Continue.”  And you as the user would receive an e-mail, just like when we did the verification, to your e-mail address.  You’ll go into your e-mail address in a separate window.  Open it, get this e-mail and enter the secure code in the next screen that says “Enter the Secure Code.”  It’s very similar to what we saw before with the verification.


Now if you had clicked - let’s go back.  If you would click the “Text the Secure Code by Mobile Phone,” you would see the following:  you would get a secure code on your phone and you would enter it in here, just like what you saw when we did the verification piece.  Exactly the same.  And either way, you would - the result will be on the screen, would come a message with your username so that you could log in.

Now if you chose to answer the challenge questions, this will look the exact same that it’s looked in the past.  You would click “Enter My Challenge Questions” and then you would be given - we would request your Social Security Number, last name and date of birth.  And that’s because we don’t have any other way of finding out which challenge questions to ask you unless we know who you are.  And if we don’t know - username, the only other information we have on you is these three pieces of information.


So the user would enter that information.  We would find their challenge questions.  They would need to answer the three questions correctly.  And then we would click “Continue.”  And they would get to see their FSA ID username.


Okay.  So “Forgot My Password” is very, very similar.  You can either start - you’d start at the same place.  You click the links either on StudentAid.gov, the FAFSA page or StudentLoans.  You click the “Forgot My Password” link.  And then you’re given two options for resetting your password.  You can either user your username with your - the month and day of your birth, or you can use your mobile phone number.

So we are now asking for the month and day of birth along with the e-mail address or username.  And this is to stop false-positive.  We were getting a lot of folks who thought their - for example, my username used to be “(Catherine).”  It’s now something else because everybody whose first name was (Catherine) thought their username was (Catherine).  And I would get probably about 25 request for “Forgot Password” every day to my e-mail account because people confuse their usernames.  And now we’re asking for the month and day of your birth so we can reduce the number of false e-mails that folks are getting because they were an area of concern.  People thought that someone was trying to break into their account.


Either of the options, whether you enter your verified e-mail address or your mobile phone number will take you to the next screen.  And this will, based on what information you have provided us, give you options for resetting your password.


If you have verified your mobile phone number, your mobile phone number - the last four digits of your mobile phone number will show up.  If you verified your e-mail address, your e-mail address will show up with the middle - with asterisks.  And your “Answer Your Challenge Questions” will always be an option.


So you have that choice.  They will all take you to - the first two will take you to a screen that asks for the secure code, just like the “Forgot My Username.”  And once you’re - and the challenge questions will take you to the same screen that you saw with the “Forgot My Password,” the one that asked you to complete three challenge questions.

Once you’ve correctly answered or entered the secure code, you’ll be prompted to create a new password.  And hopefully the user will remember this new password and write it down somewhere or put it somewhere secure.


The challenge questions still require 30 minutes for a reset.  That’s the one thing that - for “Forgot My Password.”  You will not be able to use your username and password if you’ve chosen the challenge question option for resetting your password for 30 minutes.


Locked accounts.  Again, it looks very - it’s going to look very similar to what you’ve been seeing so far.  You would enter your username or verified e-mail address.  Oh, I’m sorry.  You would try to log in.  You would get the message that says, “Your FSA ID was locked.  Please enter the following information to unlock it.”  And you would enter your month and day of birth and click “Continue.”  And you would be given the following options.

Again, you will only see the options for the information that you have provided us.  If you didn’t provide us with the mobile phone number, you won’t see the mobile phone option.  If you didn’t provide us with an e-mail address, you won’t see the e-mail address option.  And that follows the same path as what we’ve just seen with “Forgot Password” and “Forgot Username.”  And you’re also asked to complete a “Create a New Password.”

Oops.  Sorry, that’s an extra slide that wasn’t supposed to be in there.


So then you would create your new password.  And, success; you unlocked your account and you changed your password and now you can successfully log in, we hope.


So, just a few more items.  For the past few years, we’ve allowed users to edit their Social Security Number while it’s been over at the Social Security Number getting its match matched when it’s in a pending state.  That will no longer be possible.  If a user has entered their Social Security Number incorrectly, they will have to wait until we get the results back from the Social Security Administration and then change their Social Security Number.  The maximum time (it takes) is three days.  They will still, if they are a new user, be able to sign and submit the electronic FAFSA.  If they are a renewal user, they should’ve had an FSA ID and this shouldn’t make - shouldn’t impact them.

We have created three new tutorials.  One is how to create an FSA ID, one is on Forgot Username and one is on Forgot Password.  These - or all three of them are on the Help pages.  And the create one is on the Create page within the FSA ID.  You can also look on the YouTube channel for FSA.  They’re all there as well.


We added a close button to the Help Tips because some folks said that they were having a hard time closing them.


We added the - so ID verification occurs when a user forgets their - all of their information, so that they don’t remember their username, their password, they can’t get into their e-mail account and they didn’t give us telephone number and they don’t know their challenge questions.  So we go through a process which is called Manual ID Verification.

Now, at the end of that process, the users will be required to reset their passwords and their challenge questions in order to reinstate their account.  I just want to make people aware of that in case students seem (confused).  But it’s - we use this in two situations -- the situation I described when students forget all of their information and also in the case of somebody has gained control of the user’s account.  And so in both cases, we don’t know who has had custody of the account in the interim period.  So we want to make sure that the information is fresh.


And we talked about the fact that you can no longer link a Federal Student Aid PIN to an FSA ID.


So, some final notes.  There’re additional details on the FSA ID on StudentAid.gov.  There’s a Parents Night presentation on - in the toolkit.  There’s also how to create an FSA ID one-pager in the toolkit.  I mentioned the YouTube videos.  We shortened them significantly.  So I suggest trying to use those with students and parents.


And why don’t we see if there are questions that are still open that I need to be answering?


Okay.  So the first one, no.  Can the Optional Challenge Question 5 be the date of birth?  No.  The Optional Challenge Question 5 cannot be the date of birth still, that if you try to enter the (age that’s) associated with your date of birth, it will default and say that it is not an acceptable answer.  But since it’s an optional challenge question, you don’t have to answer that question.  So it’s completely up to you.

I don’t - how do I check that one off?

Woman:
Just go ahead and click on the other one.

(Catherine Natka):
Okay.  Are the answers to the challenge questions still case-sensitive?  The answers to the challenge questions have never been case-sensitive.  So that shouldn’t be an issue.


Does Disable FSA ID allow us to create a new FSA ID?  No.  Disable the FSA ID allows a student to disable their FSA ID so that it cannot be used to create a FAFSA, sign a Master Promissory Note or do any of the other activities associated with an FSA ID.  It is mostly we encourage students to disable their FSA ID if they’re going abroad or if they know that they’re going through a period where they won’t be in school and they won’t be in repayment and they just don’t want anybody to have - to be able to do anything with their account.


Okay.  I don’t see any other questions.

Are there other questions?


Did I answer the questions, I guess from Ms. (Carmichael), effectively?

Okay, great.  If you have other questions, feel free to reach out to your outreach coordinator.  You can also click on StudentAid.gov.  And there’s - we have the electronic feedback system.  You can ask questions through that system.  Although I suggest that it’s more of a feedback system and you go to studentaid.gov/fsaid and you try and find the information that you’re looking for.

We appreciate your participation in today’s Webinar.  And thank you very much for participating.

Okay.

END

